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yescrypt: large-scale password hashing
Why passwordsy Why hashing?
¥ Fasswords remaln a convenlent and ublgqultous authentication factor
+ "Something you know" 1n 2FA
# Proper password hashing mitigates the impact of user database leaks

+ Saves a percentade of accounts from comperomlise untill passwords are
forcibly changed (as they should bhe atter a known database lealk)

+ Mitigates the 1mpact on the users’ accounts on other sites, where
the same or simillar passwords may have bheen reused

¥ Password hashing is not a perfect security measure, yet it is a must
+ To make 1t effective, password policy enforcement 1s also needed
¥ A closely related concept 1= password-based key deriuvation

¥ These days, "password' should actually mean "passphrase”
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yescrypt: large-scale password hashing
Flailntext password storage (196ds to early 1978s CT55, TENEX, Unix)
Setting a new password

password

i}
L

password store

Llon

L
C1

had a password file leak incident through text editor temporary f1le
= Authenticating with a password
Fassuord rassword store
.u
compare

is it timing—-safe?

. TEMEA had a character-by-character timing leak
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yescrypt: large-scale password hashing

Fassword hashing (early 1978s Multics & Unix)
¥ Setting a new password

password

%
"

nash F;nctinﬂ

L}
password hash store

¥ Authenticatinga with a password

passuword prassword hash store
l."-, p i’
!._‘I s
hash function !
L
I
compare
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yescrypt: large-scale password hashing

Password hashing (late 197Y8s Unix)
¥ Setting a new password

password new salt
rolicy check?\ /
slow hash tunction

L} L)
password hash store

¥ Authenticatinga with a password

password password hash store
\ A(salt) /(hash)
!'.'I .-'-I‘l
slow hash tunction s
‘.‘.'. .'-++'
I
compare
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yescrypt: large-scale password hashing
Fassword hashina (1998=s BSDI, borypt, PBEDFZ)
¥ Setting a new password

password new salt & cost
v /4 Laka setting)
tunably slow hash F;nctinﬂ

L} L)
password hash store

¥ Authenticatinga with a password

Lassword password hash store
v S{setting) /(hash?’
| /!

tunably slow hash function 2
‘."-. s d

compare
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yescrypt: large-scale password hashing
Fassword hashina 2018z scrypt, ArAong, ...)
¥ Setting a new password

password new salt, costs
v /4 taka setting)
memory-hard hash function

L} L)
password hash store

¥ Authenticatinga with a password

Lassword password hash store
v S{setting) /(hash?’
| /!

memory-hard hash ftunction ry
L=

compare
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yescrypt:

large-scale password hashing

Fassword cracking (unsalted, unoptimized)

¥ For each candidate password
+ For each hash
candidate password

L1l
L

rassword hash
e

r

o

hash function £

Ry
L
comeare
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yescrypt: large-scale password hashing
Fassword cracking tunsalted, semi-optimized)

¥ For each candidate password

candidate password rassword hashies)

LY ra
' ¢

(] Iy
hash tunction £
N
i

one-to-mand compare

¥ We‘ve amortized the cost of hashing, reusing the result of sach computation
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yescrypt: large-scale password hashing
Fassword crackina (salted, semli-optimized)

¥ For each candidate password
+ For esach salt

candidate password rassword hashies) that use the current salt
N S(salt) / Chashes)

r
F

I___I
hash tunction F
3
i
one-to-many compare
becomes one-to-one when each salt 1s unique, as they should he

¥ We can no longer amortize the cost of hashing when each salt 15 unigue
+ Caveat: the salt should be unigque globally, not Just within a database

(otherwise a multi-target or non-targeted/sopportunistic attack on many
leaked password hash databases would amortize the cost across databases)

9 / 89



yescrypt: large-scale password hashing
Fassword crackina (salted, fully optimized!’

¥ For each group of candidate passwords tgroups of more likely passwords first)
+ For each salt (salts shared by more hashes +irst)
candidate passwordis) rassword hashies) that use the current salt
N\ Alsalt) S Chashes maybe partially reversed)

l.“'

LI
L

many-to-many hash tunction F
COsSt-amortizing, optimizeds
parallelized ¥
many—-to-many compars
hecomes mahy-to-one when each salt 15 unique, as they should be

¥ Cost-amortizing: 1+ a computation doesn‘t have to be performed per each
‘password, hashy combination, 1t is performed less often & result reused

t "Rey setup’ andsor Usalt setup’ may be moved to an outer loop

+ "Finalization” may be reversed at startup & then not pertormed at all
+ Such as DES Final permutation, encoding 1nto an ASCII string, etc.
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yescrypt: large-scale password hashing
Fassword cracking cost reduction
. When we amortize cost, we reduce total cost To achieve the same resulis
+ We do 1t e.g. through reducing the total amount of computation
e For well-suited hashing schemes, very little computation can be amortized
+ However, that’'s not the only way to reduce cost
. Besides computational complexity, the other major metric 15 space complexity
. Real-world costs may be 1ncurred for hardware, malntenance, enerdy, 2TC.

+ Thes

= ts are related to both computational and space complexities,
as wel

COS
1 as to real-world constraints, which may vary by attacker

+ For examele, "how many CPUs and how much EBAM 1= occupiled for how long,
and do we readlly have those or do we have To acoqulire them?"
+ ... and then 1t might not be CPUs anumore
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yescrypt: large-scale password hashing

Fassword crackilng cost reduction throuagh parallel processing

¥ Parallel processing during authentication is limited by the product of:
+ number of concurrent authentication attempts
+ natural parallelism of the password hashing scheme

¥ Parallel processing potential during password cracking 1s "unlimited"

¥ Thus, attack duration can be "arbitrarily" reduced through addition ot
parallel processing elements (CPRUs/SIMD, moreslaraer GPUsAFPGRsARSICE)

+ along with accordinaly more memory
unless the hashing scheme allows for memory cost amortization

+ Most older schemes don’t use much memory andway, so0 only the cracker s
memory "ouverhead'" (e.q., hashes) needs to be amortized - and 1t can he
+ Most modern schemes should avoid this, which they do to varying extent

¥ Farallel processing doesn’t reduce the amount of comeutation, but

+ 1t reduces the amount of time ftor which other resources are held andsor
+ 1t amortlizes their cost (e.q., a CPU alone wvws, the CPU+GPUs per chassis)
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yescrypt: large-scale password hashing
Fassword cracking cost reduction through time-memory Trade-oft (THTO)

¥ It may be possible to compute a function 1n less time by US1ng mMore memory
+ 2.9,., making greater use of table lookups i1in the computation, or 1n the
extreme case replacing the entire computation with a [hugel table lookup

+ Historically, many traditional Unix DES-based crypt(3) crackers used
larger 1ntermedlate lookup tables than defensive imelementations did

¥ Conversely, 11 may also be possible to compute a function 1n less memory
+ 2,9,, by throwlng away and recomputing lntermedlate results when needed,
which 1ncreases the amount of computation (hut not necessarily of time)

+ scrypt 1s deliberately friendly to this trade-off (1t lower-bounds the
time-memory producty, and GPUSFPGRARSIC crackers and miners use 1t

¥ The defender ‘s balance for computation (and time) vs. memory usage by a
rassword hash function might not match what a given attacker finds optimal

move the balance over the TMTO curve 1n ei1ther
' ttacker ‘s costs of the ditferent resources
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yescrypt: large-scale password hashing
Fassword cracking cost metrics
¥ For a giuven performance ({password, hashr tests per time, maube amortized)
+ Hardware: ASIC die area, mm*Z

+ for a certaln design at a certain clock rate in a certain ASIC process
+ Power, W

+ ot a2 Ccost per se, but for lendthy attacks translates

INnto enerdy cost
+ correlates with die area

¥ For a alven attack ("test these candidate passwords against these hashes')

+ Hardware: ASIC die area and time product (area-time, AT), mm*Z ¥ s
+ Energy: power and time product, J = W ¥ s

+ correlates with AT, letting estimate relative costs 1n AT terms alone
¥ Hardware and energy may have monetary costs, but not alwaus to the attacker

¥ Feal-world attackers’ costs may vary dreatly .9, due to existing hardware,
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yescrypt: large-scale password hashing

Farallelized hash function forlginally memoryless)

candidate passwords
RS =S == ======—"=S= == ==
eSS EEEIE SIS SIS SIS E = S SIS e = S SIE e S ST S St
fm——————— fm——————— fm——————— tm——————— tm——————— tm——————— pm——————— fm——————— +
core core core core core core core core
pm——————— fm——————— fm——————— fm——————— tm——————— fm——————— fm——————— fm——————— +
core core core core core core core core
¥ S - fm——m e fm— fmm fmmm————— e pmm—————— e ——— +
core core core core core core care core
fm——————— fm——————— fm——————— tm—————— tm—————— tm——————— fm——————— pm——————— +
core core core core core core core core
fm——————— fm——————— fmm————— tm—————— tm——————— fm——————— fm——————— fm——————— +
| EE T X EES | EE - = =

|
L T Y Y " VR P Y

|
¥ VU WYYy Yy Yy gy
hashes for comparison agalnst those b

ing cracked (for current salt)

3
M| b

In this 1llustration, we're computing 232 hashes 1n parallel 1n the same amount
of Time that a detender using only 1 core (and maybe having only 1 password To
authenticate at the moment!) woudld need for 1 hash
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yescrypt: large-scale password hashing

Farallelized hash function tamortizable memory-hard)

candidate passwords
SERES == =—=—====F W
R TR ST S SIS SIS TR TR
fm——————— fm——————— fm——————— tm——————— tm—————— tm—————— fm—————— fm——————— +
core core core core
fm——————— fmm—————— fmm—————— tm—————— + +
core core core core
fmm—— fmm—————— fmm—————— T - + memory +
core core core core
fm——————— fmm—————— fmm————— tmm————— + +
core core core core
fmm—————— fmm—————— fmm—————— e ————— R fm—————— pm—————— fm——————— -
== =X E X EEEESESES
RV Ry Y UV VRN VR VAR VRN VIV R RN VRN Y
hashes for comparison against those bein

ing cracked (for current salt)
In this 1llustration, we're computing 16 hashes 1n parallel 1n the same amount

of time that a detender using only 1 core (and maybe having only 1 password To
authenticate at the moment!) woudld need for 1 hash
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yescrypt: large-scale password hashing

Farallelized hash tunction (parallelizable memory-hard)

candidate password

5
pmm———— fom———— fom———— pomm——— e o ——— o o ——— o +
core core core core
e ———— fomm————— fmmm——— fmmm————— ‘ +
core core core core
e fmm e fmmm + Memory +
core core core core
fmm—— fmm———— pom———— pmmm——— B +
core core core core
fmm————— fmm————— fmm———— pm————— e pom———— o ————— o ——— o m————— +
5

hash for comparison agalinst those being cracked (for current salt)

In this 1llustration, we're computing 1 hash 1n 1516 of the amount of time
that a defender using only 1 core and the same amount of memory would spend
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yescrypt: large-scale password hashing

Farallelized hash function (sequential memory-hard)’

candidate passwords

TEK
pm——————— pm———————— e —————— fm——————— fm——————— tm——————— fm——————— fm——————— +
core | core |
pm——————-— + fm——————— + +
+ memory + memory +
+ + +
o —————— fm——————— fm——————— fm——————— fm——————— fm——————— fm——————— fm——————— +
|
o

hashes for comparison against those being cracked (for current salt)

In this 1llustration, we're computling 2 hashes 1n parallel 1n the same amount
of time that a detender using only 1 core (and maybe having only 1 password tTo
authenticate at the moment!) would need for 1 hash, but we need Zx more memory
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yescrypt: large-scale password hashing

segmentation fault (core dumped)

In these i1llustrations and further, | core | refers to any processing element

capable of computing the target hash or an appropriate portion thereof without
having a lot of memory of 1ts own. We glive memory to cores, sometimes sharing
1t across several of them.

A core may be today's usual CPU core, or 1t may be a S5IMD (single 1nstruction,
multiple data) unit te.g9. within a GFU CU or SM), or 1t may be a SIMD lane
(within a CPU core aor a GPU SIMD unit), or 1t may he a plpeline stage (.9,
with different hash computations’ instructions interleaved on a superscalar
CPU or a GPUY, or 1t may even be a single bit number across MN-bit registers in
a reglister file (when we've rotated our problem and are now "bitslicing” 1t)

Of course, and most i1mportantly, a core may also be a logic circult 1n an FPGA
or ASIC, but even there by a core we might also be referring e.g. to each
clpeline stage, whichever option 1= relevant or optimal 1n a2 91ven context
Fossibllities abound
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yescrypt:

large-scale password hashing

SDI‘"':-IF"t- memnory usadge

scrypt spends half i1ts time filling a memory reglon with password- and salt-
derived blocks and the other half "randomly" i1ndexing and reading those blocks
sequential write| random read
I
188 128
T e
memor Yy
usage
Qb e e e o e e e
5 time 2N
¥ Feak memory-time product of detensive Use contributes to attack AT cost?
+ Mo, 174 can be amortized across optimally desynchronlzed i1nstances

¥ 274 of memory-time product contrilibutes to attack

AT cost?

Mot quite,
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1 core computes blocks yet only stores those with index near a

then M cores

¥ Asuymptotically,

yescrypt: large-scale password hashing
scrypt sqrt(N) cores attack

multiple

of MAM,

(rejcompute the missing blocks from those checkpoints in NAM fTime

memory
H=age

M

Al cost of the memory f1lling phase

2

1 core |2 cores| random read

g8/ 18
69%

12 negligible

+ In the real world, =sach core would also need a white port Lo memory

¥ 172 of memory-time product contrilibutes to attack

AT cost? Not quite,
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yescrypt: large-scale password hashing
scrypt TMTO attack

e can avoid storing some of the blocks throughout the entire computation, and
recompute the missing blocks from the preceding checkpoints 1f and when needed

1 core |2 cores|random read & recompute
M
. B2/128

48%
memory
ysage
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